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I built Provalume, a local memory system for autonomous coding
agents that only trusts what was proved: a verification command
that passed, a reviewer who was not the author, a commit that
actually landed.

It is for teams that run several agents on one repository, where the
same broken approach is rediscovered every week and work from
a rejected branch quietly becomes “fact”. It needs no language
model, no account and no network: one SQLite file in the project.

I am Yiguedan Philippe Andy Yaro, a Cybersecurity Engineering
undergraduate at George Mason University. Provalume 0.1.4 is
open source under Apache-2.0 and published on the Python
Package Index.



A. Why Provalume Exists

Coding agents keep rediscovering the
same broken approach. One agent
learns that the integration suite
deadlocks when run in parallel; the
next agent tries it again on Tuesday.

Most memory systems store what an
agent said. A confident, false statement
looks exactly like a true one, and work
rejected on an abandoned branch is
remembered as how the project works.

Provalume stores what a deterministic
process proved, and keeps the evidence
attached.



1. Said Versus Proved

Who writes memory

Why a fact is trusted

Failed attempts

Rejected branch work

“Is this still true?”

Same input twice

Most Memory Systems

A language model extracts or summarises

It was stored

Discarded as noise

Indistinguishable from landed fact

Unanswerable

May store different things

Provalume

Deterministic functions of structured events

A named rule promoted it, on listed evidence

A first-class category: the most useful thing it
holds

A terminal state that can never become project
truth

Bi-temporal validity, checked against the commit
you ask about

Byte-identical, every time

Provalume needs no language model, no account and no network. Three pure-Python dependencies, one SQLite file per project.



B. Architecture Base

Provalume is one SQLite file in your
project, with a Python library, a
command line and a Model Context
Protocol (MCP) server on top of it.

Each layer depends only on the layers
above it. Events are the source of truth;
every memory, index and link is a
projection that can be dropped and
rebuilt byte for byte.

The core never imports a host, has
three pure-Python dependencies, and
contains no network code, which a test
asserts.



1. Seven Layers, One Dependency Direction

Layer
1

Layer
2

Layer
3

Layer
4

Layer
5

Layer
6

Layer
7

Schemas and policies
Types, trust rules, promotion rules

Immutable event journal
The source of truth, append-only

Deterministic projections
Events become memory records

Memory lifecycle
Promotion, invalidation, supersession

Retrieval and composition
Filter, score, explain, digest

SDK, CLI and MCP
The interfaces

Integrations
The only layer that may know about a host

schemas/ · policy/

store/journal.py · store/db.py

store/projections.py · writers/

policy/promotion.py · policy/invalidation.py

retrieval/lexical.py · ranking.py · digest.py

sdk/client.py · cli/main.py · mcp/

integrations/orkestra.py · generic.py

Each layer depends
only on the layers

above it.

SDK = Software Development Kit
CLI = Command Line Interface
MCP = Model Context Protocol

ii

The core never imports a host. An integration translates another
system's records into Provalume events, and a test asserts the import

direction.

ii

Runtime dependencies: pydantic, typer and rich. Vector retrieval and
signatures are optional extras, off by default.

ii

: Policy and trust code : Core storage and retrieval : Caller-facing interfaces : Host integrations : Depends on



2. One SQLite File

provalume.db

Journal

events
append-only

journal_head
chain head

SQLite triggers abort every UPDATE and
DELETE on events. The head row means

an append needs no scan.

rebuild

Projections

memories memory_transitions

memories_fts failure_signatures

contradictions memory_links

memory_vectors projection_state

Mutable, droppable, and rebuilt byte for byte from the journal.
Every lifecycle change, including refusals, lands in

memory_transitions.

Pragmas and Policy

Write-ahead logging (WAL)

Foreign keys on

5-second busy timeout

trusted_schema off

synchronous = NORMAL: survives process
crashes

No ORM; linear, forward-only migrations

Refuses a schema newer than the code

WAL = Write-Ahead Logging
FTS = SQLite Full-Text Search (version 5)
ORM = Object-Relational Mapper

ii

: One file in .provalume/ : Rebuilt from the journal



3. Where It Plugs In: The Orkestra Reference Integration

Host Adapter ProvalumeOrkestra kernel OrkestraAdapter Provalume

verification result

review verdict

human decision

integration commit

dispatch and retry

task brief

structured events
no prose scraping

safe_preflight

safe_digest

journal

preflight gate

recall and digest

Structured records only. Parsing agent prose would be
extraction, the poisoning primitive this design refuses.

11

The digest is spliced after the task instructions, never first, so
retrieved memory never takes the place of the primary

instruction.

22

The gate warns before dispatch and before each retry. It
cannot block a dispatch, change a retry budget or veto an

assignment.

33

Retrieval fails open; a record with broken provenance fails
closed. Without Provalume installed, Orkestra behaves

exactly as before.

44

Status: a draft pull request, tested against fixtures.
Any other host can use the Python library, the
generic adapter, or the Model Context Protocol
server.

: Host orchestrator : Adapter boundary : Provalume : Events in, digest out (dotted) : Pre-action warning



C. The Write Path

Every write crosses one boundary in a
fixed order: validate, cap sizes, redact
secrets, scan for poisoning, hash, then
append to the journal.

Redaction runs before hashing, so a
stored hash covers what is actually on
disk, and a secret never reaches the
disk first.

Deterministic writers then turn the
event into memory. There is no
language model anywhere on this path:
the same inputs produce byte-identical
output.



1. Admission: Boundary 1

Callers Boundary
1 Journal

admit_event()

human
lands observed

kernel
lands observed

adapter
lands observed

agent
lands quarantined

import
lands quarantined

validate size caps redact poisoning
scan landing state hash and append

projector
writers and
promotion

Schema checks, a non-
blank project_id, a

canonically serialisable
payload.

11
256 KB payload, 8,192

characters per text field,
10,000 items per array.

22
23 rules: provider keys,

JSON Web Tokens, PEM
blocks, URL userinfo.

33
6 pattern families raise a
risk score, scanned after

redaction.

44
The source sets a

ceiling; a risk of 0.5 or
more forces
quarantined.

55
SHA-256 over the redacted payload, then an

event hash chained to the previous event. Re-
sending an event is idempotent.

66

Event.create alone cannot persist anything. The only path into the journal runs through
admit_event(), and imported JSONL files cross it too.

KB = kilobytes
PEM = Privacy-Enhanced Mail
URL = Uniform Resource Locator
SHA = Secure Hash Algorithm
JSONL = JavaScript Object Notation Lines

ii

: Callers, each given a structural source : Admission policy : Journal and projector : Write path



2. A Hash-Chained, Append-Only Journal

Event 4
seq

4
event_type

verification.passed
source

kernel
payload_hash

sha256:382c5bc15525…
prev_event_hash

sha256:cb313ceb27a3…
event_hash

sha256:18544b957d8d…

Event 5
seq

5
event_type

review.approved
source

kernel
payload_hash

sha256:48604eb439dc…
prev_event_hash

sha256:18544b957d8d…
event_hash

sha256:e16ae2f24c47…

Event 6
seq

6
event_type

integration.landed
source

kernel
payload_hash

sha256:beecaa88163e…
prev_event_hash

sha256:e16ae2f24c47…
event_hash

sha256:f86ae0b48222…

SQLite triggers raise ABORT on any UPDATE or DELETE against events. A
code convention stops nobody holding sqlite3; a trigger stops the casual case.

11
payload_hash is globally stable, so the same content is detectable on any

machine. event_hash is chained locally: tamper-evident within this database,
not a global ledger.

22
provalume audit recomputes the chain and reports the first divergence plus the

current head. Pin the head elsewhere to detect a rollback. This is detection,
not prevention.

33

Real rows from a database written by provalume demo: a verification passed, an independent review approved it, the work landed.

SHA = Secure Hash Algorithm

ii

: prev_event_hash points to the previous event_hash : One event row, read from the journal



3. Deterministic Writers: Events Become Memory

Event types Memory categories

verification.passed ·
command.succeeded

verification.failed · command.failed

review.rejected · review.finding

human.decision

fact.observed · fact.changed

attempt.completed · task.completed

agent.proposal · agent.observation

procedural
a command that passed

gotcha
the failure is the evidence

decision
human authority

semantic
needs landed history

performance
a deterministic aggregate

episodic
what happened

quarantined
any type, untrusted

If it describes something that failed, it is a gotcha.
If it describes what is, it is semantic.

ii

Passes, failures and outcomes also write an
episodic record of what happened.

ii

The event type set is closed: a new type needs its
own writer and tests, so nothing is stored that

nothing knows how to project.

ii

Agent-sourced events always land quarantined. A
payload claiming verified and high confidence is

just payload.

ii

: Projects into, through one deterministic writer per source



D. The Trust Model

Trust is granted by deterministic
evidence from a trusted source, never
by assertion, however confident the
assertion sounds.

Agents propose; they never promote.
The party making a claim is never the
party granting it trust.

Every promotion records the named
rule that allowed it and the events it
relied on, and refusals are recorded
too. A lie does not generate evidence,
so no heuristic has to catch it.



1. Five Rungs, Three Terminal States

An evidence event links it to a real run, and its
poisoning risk is below 0.5.

11
A verification result from a kernel, adapter or

human with a matching subject; for a
procedure, the exact command.

22
A review verdict from anyone but the author.

A self-review is refused, and the refusal is
recorded.

33
An integration event whose commit resolves

and landed in the run branch or the user's
branch.

44

quarantined
agent prose

observed
reported from a

run

verified
a command

returned

reviewed
a non-author

approved

integrated
it landed in

history

invalidated
was true, no longer

superseded
replaced, chain kept

rejected
permanent, kept as a

lesson

Any rung can be withdrawn. Terminal
states are unranked, excluded from

ordinary retrieval, and never promoted out
of.

The one exception: an invalidated record can
return to the ladder on fresh evidence, under the

rule revalidate.invalidated.fresh_evidence.

ii

A rung is never skipped: observed to integrated in one step is refused even when the evidence exists, because the audit trail would be a lie by omission.

: Promotion, one rung at a time, with evidence : Withdrawal into a terminal state



2. Sources and Their Ceilings

Source Trusted toquarantined observed verified reviewed integrated

human

kernel

adapter

agent

import

Everything: the highest authority
in the system

Report facts, not interpret them

The same as a kernel, after its
own validation

Nothing: its reports are claims

Nothing: a signature proves
origin, not truth

The source is structural: the code path that created the event assigns it, never the content. To go above its ceiling, a record needs further evidence from a
source with enough authority. That is what promotion is.

ii

: Highest state a source can produce directly



3. A Procedure Climbs the Ladder

three transitions
each with its own evidence

a named policy rule
framed above

independent review
reviewer is not the author

Verbatim output of provalume demo, steps 5 to 9 of 12, run for this deck on 2 November 2026. Ask any record why it is trusted with provalume explain.



E. Git-Aware Truth

Coding facts churn per branch. Two
agents in concurrent worktrees can
hold contradictory beliefs that are both
right in their own scope.

So scope and commit validity are first-
class. A query as of commit X must not
present a fact introduced after X as
current truth.

Where Git cannot answer, after a
rebase or a cherry-pick, the answer is
uncertain, never a guess. Git access is
strictly read-only.



1. The Commit-Validity Rule

feature/x

main

a1 b2 X d4

f6 g7

query as of X

fact recorded at g7
not an ancestor of X

fact recorded at a1
ancestor: current at X

fact recorded at d4
after X: not current at X

no commit
scope only

No commit_sha: the record is not commit-anchored. It is judged by scope alone, and labelled so.
11

commit_sha is X, or an ancestor of X: the record is potentially valid at X.
22

Not an ancestor of X: never current truth at X. It may still be returned as labelled history or cross-
branch context.

33

Ancestry cannot be determined (no repository, a pruned or garbage-collected commit):
applicability is uncertain, never assumed valid.

44

Applicability, reported on every result

current
valid at this commit and

scope

historical
from another line of history

cross_scope
from another branch or

repository

uncertain
ancestry could not be

determined

Git ancestry answers “could this have been true here?”, not “is this true here?”. Provalume reads Git with merge-base, cat-file and rev-parse, caches per query, and never writes to the repository.

: Branch being queried : Unlanded feature branch : Commit history : Fact recorded at that commit



2. Scope Widening and Ambiguous Topology

global
does not exist project repository branch

the default run task attempt agent

Branch to repository is a promotion of its own. It needs landed integration.
11

Repository to project needs explicit human approval.
22

Project to global is unreachable in 0.1.x: cross-project leakage is the one Critical-rated
confidentiality threat.

33

When Git Topology Is Ambiguous

Concurrent contradictory worktrees Both kept and branch-scoped; the contradiction is detected, penalised and warned about

Rejected branch Its records are rejected: excluded from truth, kept as gotcha experience

Merge commit Ancestry through both parents; a fact from either merged branch may be valid

Cherry-pick A new commit hash, so ancestry fails: uncertain, rather than a false negative presented as fact

Rebase Original hashes unreachable: uncertain, and audit reports the unresolvable provenance

Branch deleted, commit collected Records kept; ancestry unresolvable, so uncertain. Never silently promoted or dropped

: Contains a narrower scope : Reserved, unreachable



F. The Read Path

Retrieval runs in a fixed order: hard
filters, scoring, a deterministic sort,
explanations, then a budgeted digest.

Filters authorise; scoring only reorders.
Nothing scored can appear that
filtering did not admit, so an
adversarial record can win the
similarity contest and still not be
returned.

Every result can explain itself: the
filters it passed, each score component,
and its weighted contribution.



1. Filters Authorise, Scoring Reorders

Candidates Authorise Reorder Caller

RecallQuery

FTS5 match, bm25
or a structured

browse

At most 500 candidates are
scored per query, so work stays

bounded.

project_id
no bypass, anywhere

terminal states out
unless requested

min_trust floor
default: observed

validity
invalid_at closes a record

scope
branch and repository

commit validity
ancestry at the commit

+ lexical relevance

+ trust rung

+ evidence

+ recency

+ usage

+ type match

+ scope specificity

− contradiction

− poisoning risk

Sorted by (−score, −recorded_at, memory_id):
the same database and query give the same
order, every time.

ranked results
each with its explanation

digest
banner first, hard budget

FTS5 = SQLite Full-Text Search, version 5
bm25 = Best Matching 25 relevance ranking

ii

: Candidates and scoring : Hard filters, the only gate : Returned to the caller : Read path



2. The Score, Component by Component

Nine Components, Every Constant Published

component definition weight

lexical bm25, min-max normalised over the candidates 1.00

trust rank ÷ 5: quarantined 0.2 … integrated 1.0 0.50

evidence 0.4 verified + 0.3 approved + 0.3 landed 0.30

recency 0.5 ^ (age ÷ the half-life of its type) 0.25

usage log(1 + reads) ÷ log(51), capped at 1 0.15

type match 1.0 if requested, else 0.5: a nudge 0.20

scope branch 1.0, repository 0.8, project 0.6 0.30

contradiction 1.0 while a contradiction is unresolved −0.40

poisoning risk the stored risk score, from 0 to 1 −0.60

Each component is normalised to [0, 1]. The total is not: its maximum is 2.70 at defaults, it is comparable within one query only, and it is
not a probability. Defaults are reasoned, not fitted to a production corpus, and every one is overridable.

One Result, Explained
The observed fact “Integration tests run serially” from provalume demo

lexical 0.839 × 1.00 +0.839

trust 0.400 × 0.50 +0.200

recency 1.000 × 0.25 +0.250

type match 1.000 × 0.20 +0.200

scope 1.000 × 0.30 +0.300

total 1.789

Zero rows are not printed: usage is absent because the fact had not been retrieved before, and evidence
because nothing had verified, reviewed or landed it. A test asserts the components sum to the total.

ii

Recency half-lives in days: episodic 14, performance 30, semantic 60, gotcha 90, procedural 180, decision
365.

ii

bm25 = Best Matching 25 relevance ranking

ii



3. The Digest an Agent Receives

untrusted-data banner
always first, fixed wording

a trust label per item
evidence inline with every item

not established truth
it has not landed yet

a hard budget
881 of 1,200 characters, 0 omitted

The budget is enforced while the digest is built, never by trimming afterwards, so no item can lose its trust label to a cut.

Captured from the HTML report written by provalume demo --html for this deck, 2 November 2026.



4. The Pre-Action Warning Gate

Match tiers. Below 0.40 nothing is reported. Confidence is multiplied by 0.8 when applicability is uncertain and 0.6 when it is historical.

1.00
exact signature

0.85
same command

0.75
rejected alternative

0.55
subsystem overlap

0.40
file overlap

A failure signature is a Secure Hash Algorithm (SHA-256) digest of the normalised command, error kind and error fingerprint. Timestamps, paths, process
identifiers, ports and hashes are stripped; single digits survive, because exit 1 and exit 2 are different failures.

Warns by default and exits 0. Blocking needs all three: an exact signature match, at least 2 occurrences, and allow_blocking=True. Captured from provalume demo, step 4 of 12.



G. Surviving Memory Poisoning

Provalume is a channel that carries text
from one agent's past into another
agent's present, where a model may
have tool access to the repository.

An attacker needs no exfiltration and
no escalation, only one false statement
labelled verified.

The defence is architectural first: a
well-written lie does not produce
evidence. Heuristics come second and
containment third. The threat model
lists 26 threats and the control for
each.



1. Three Trust Boundaries

Untrusted B
1 Stored B

2 Trusted B
3 Prompt

repository content

agent output

imported JSONL

MCP clients

Admission
validate, cap, redact,

scan, classify the
source

Promotion
deterministic
evidence only

Retrieval
scope, commit
validity, budget,

banner
quarantined

observed

Stored, retrievable and labelled.
Never presented as project truth.

verified

reviewed

integrated

Presentable within its scope, with
provenance.

digest
data, not

instruction

Admission: everything crossing it is hostile until shown otherwise. Nothing crosses
without validation, a size cap, redaction and a recorded source.

11
Promotion: the only boundary that grants trust. It needs deterministic evidence from a

trusted source. No agent and no MCP client can cross it.

22
Retrieval: filters by scope and commit validity, enforces a hard budget, and labels what it

returns as untrusted reference data.

33

JSONL = JavaScript Object Notation Lines
MCP = Model Context Protocol

ii

: Untrusted text, in and out : Boundary : Stored, untrusted : Trusted within scope : Path of a record



2. Defence in Three Tiers

Tier 1: Architecture

Deterministic evidence is the only promotion
path

The source is structural, never read from
content

Agents cannot promote, anywhere

The Model Context Protocol server has no
promotion tool

Records stay in their branch and run by
default

Semantic truth needs landed history

Rejection is terminal

Retrieved memory is data: banner and labels

Tier 2: Heuristics

Instruction override 0.50

Self-asserted trust 0.40

Credential steering 0.40

Dangerous shell commands 0.35

Text addressed to an agent 0.30

Role confusion 0.30

Risk is the capped sum over the families that
matched. At 0.5 or more a record is forced to
quarantined, and only instruction override
gets there alone. Below that, risk subtracts
from the score.

Tier 3: Containment

A hard digest budget

Result and candidate caps per query

Size caps at admission

Rate limiting on the Model Context Protocol
server

Every transition names its rule and evidence

The journal is rebuildable

Invalidation without deletion keeps the
evidence of an attempt

Evaluation scenario 11 drives adversarial records through the real admission, promotion and retrieval code: 0 of 5 reached a state above observed or appeared unlabelled in a digest.



3. The MCP Surface: Absent, Not Disabled

Client Serverprovalume serve-mcp

MCP client
driven by a model

that reads repository
content

Read: always available

recall explain

query_failures query_decisions

query_procedures query_facts

query_provenance preflight

Write: everything lands quarantined

propose record_observation

report_failure report_outcome

Bounds, checked first

60 calls per minute

10-second timeout

64 KB per response

50 results

8 KB per input field

1 MB per message

The rate limit is spent before the permission
check, so even a call to a missing tool costs
budget. A client cannot change its own
profile.

mcp.call · mcp.refused
refusals are journalled too

Absent by Design

promote invalidate

supersede reject

delete scope movement

rebuild import

export audit

and no path parameter of any kind

A disabled tool is one misconfiguration away from enabled; a tool that does not exist
cannot be enabled by a config file. A test pins the exact tool-name set, so adding one

fails the build.

ii

MCP = Model Context Protocol
KB = kilobytes
MB = megabyte

ii

: Untrusted client : Server surface : Tool calls : Audit events in the journal



H. Proof, and What Is Not Proven

The claims are tested where they can
be: 777 tests pass, 354 of them security
tests, and a 20-scenario harness drives
the real engine with nothing mocked.

No comparison against any other
system is claimed. Every figure is
Provalume against Provalume, with its
denominator shown.

The largest known weakness comes
first: nobody has yet measured whether
a digest helps a real model do better.



1. Tests and Evaluation, Re-run for This Deck

Test Suite

Unit 129

Integration 257

Security 354

End to end 38

Collected 778
777 passed. The 1 skip guards a fallback path that cannot run
while the optional backend is installed.

Governance Metrics

Poisoning success 0 of 5

Cross-scope leakage 0 of 3

Stale memory served 0 of 1

False warnings 0 of 5

Recall precision 2 of 2

Procedure reuse 1 of 1

Repeated errors 0 of 1

Retrieval, 95th percentile 1.7 msSmall denominators, on purpose: these are
targeted scenarios, not a corpus. Zero of five
is a regression guard, not a statistical claim.

Re-run in a clean environment on 2 November 2026 with provalume 0.1.4 on Python 3.13: the same 20 of 20 and the same governance results as the
committed baseline of 25 July 2026. Latency figures vary by machine; ms means milliseconds. Three outcome metrics (task completion, verification
improvement, review-cycle reduction) report 0 observations: they need production runs.



2. Continuous Integration on Every Push

Every
push

Scanning

On a
tag

Test Matrix

Ubuntu and macOS

Python 3.12, 3.13 and 3.14

pytest, the full suite

provalume eval, 20 scenarios

provalume demo, offline

Quality

Ruff: lint and format

mypy, strict

Bandit

pip-audit

Design token contrast

Coverage

Branch-aware coverage of the
deterministic core

The build fails below 85%
The command line, demo and evaluation
harness are exercised end to end instead.

Package

Build wheel and source

twine check, strict

Install and smoke-test both

Round-trip: exactly 2 files

CodeQL
security queries, also weekly

Dependency review
fails on moderate severity

Dependabot
weekly, for actions and pip

verify
tag matches version; all

checks

build
wheel and source, smoke-

tested

publish
protected environment, no

stored token

GitHub release
after the package is live

: Every push and pull request : Security scanning : Release, on a version tag : Release order



3. Known Limits and What Comes Next

Known Limits, Largest First

Not yet measured against real agents: whether a digest helps a real model
is unknown

No model can be forced to treat retrieved memory as data

Tampering is detected, not prevented

No access control and no multi-user isolation

No hard deletion: a poor fit for data that must be erasable

Redaction catches known credential shapes only

Rebase and cherry-pick degrade to uncertain

Lexical retrieval misses synonyms

No cross-project memory, deliberately

Next, in Order

Mine real orchestrator runs to rank which memory failures actually
recur

Dogfood through the Orkestra integration

Measure retrieval quality on a corpus large enough to compare
lexical and hybrid search

Global memory in a separate database, with per-record human
approval

Content-level equivalence for rebased and cherry-picked commits

Incremental export

Not planned: conversational memory, a hosted service, telemetry, multi-user access lists, or requiring a language model for anything canonical.

Source: docs/reference/LIMITATIONS.md and ROADMAP.md in github.com/andyyaro/provalume. The most useful input right now is which of these limits actually bites.


